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1 Start: 3 # Gram-Schmidt £ = % b, , 4

b; a"'?b,:‘ H H 2 ,then
2 fori=2 ton do 8 bi<bity;
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2 2=0; j=0; b,) sz =0;

3 While 2<<n—1 do 11 else LLL(b,,+".b,) 52 =2+1;
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4 fori=1ton—1 10 end for A
5 B P KA A B W53k B, Pt 11 end While
Gram-Schmidt £& [ 6 | su, ;& 12 end for

PR =min(B).n—i+1);
R 3 AL FEC (B) RoRXTHA§ 5L B 04T 50 & M08 55 BT 75 2 i AE A 1, Sim — FEC(n , %) KR
X —A> n Y pie- AR HEIAT 58 A MO8 SR 1 e /AN FE I A T L 38 3 L BB AT 58 A ROAS B8 125 1 A I R ) D A
B JE A5 R HE AT — 43 M e R 0 A
PBKZ 5 5 KA ek e 7 T FH A3 RS BS (B4 . 85,y p SR RE” M2 A BN o B KN L e K i i
BE" - LA Bk B X B SR — T A ORI (B B i

a a a
I I I ‘8] goal 2 goal > eee ‘BD goal
LL —— B —— 3% — P

RS O e LLL Bk A BRI G AR 5L B, TR s 740 B K/N A B 1Y BKZ 54 %k 4k 45 4b ¥ k%
5B, HEUEEE B O i - I SR G ZWGETT KUK By 1 BKZ Sk b3 g - kB . HE B H
B - ALY s R HE T 22 BRI 3L B R B - 24k 3L SRS Ha A% 3% B

S L fF PBKZ Bk Z 004 VF 22 8 82 5t Z R0 0 HOR % . i GAMA™ ™, SCHNORR™ 4§ il 7] 42
HH B 23 e S s R ER A A 2R 06 P A A I L B = PSR L i PBKZ B b — A H 0 45 SRl 2 e R R kAT
it T A 1 o SR I 65 A 25 B 0 43 B 55 s 1) A2 010 498 81 it e 322 47 i) g /0 B9) s 1 A ) A3 1 1

VFZ2 A% v DRIHE ] 1) SR A S5 28U 485 1 G Ae] 75 25 5 4 v SR A 2 4% J60 R A 1] 42, PBKZ 5801 A % 1 A
BKZ B350 7 — ML RAE T B TR E KNS HZ 5 PBKZ 530 W] DL B AR B {H. R Bt — 43 3k
HERR (BB ) G5 BIY peo- LM EE B rfoR R SR A Y B 91 ) i A B /N TR B AR B, U i B
SRR E I 11 1% 80 ) i SXORE AT B T R /N T 1A (A A ) A, O LR T R B 0D T s AT A .
i F BKZ 2 A% 3 29 (b 57 1 SR MR 50, LA AR SR W B AL , P L 7E 32 4T PBKZ 593 1 3 B2 oh 18 A AN 7 22
SRAF I B -2 Ah I 5T LAAS 3 5 B0 JE 08 K RS 1 B — R E LR T BKZ BILIE1T AR,

22 FEHFHARMH
2.2.1 G PR mE ) Ak B

PBKZ 535 5 Z i vk e W I A9 DO A 7E T 50 X0 530 1k 1 0 A I ) R A7 A o, 79 30 5 AR OC T 20 e
WS P14 BRI 530 K SR A S5 I 0 e S s 1] AT T 4 35 BB B SRR ol 45 B AR BB /(L 1 TR A L 2B R 7 v RO B
)& PBKZ H k1 2B 4, I RE B Al 1 rh Z08% 20 B8 1 b LLL S35 PR 5 b GS 1E 58 4k 9 B 8] 31



% 5 %% PBKZ Sk B A A B F 09 5 R 5

B 9 O B RO BB 17 (13
PBKZ Bk i MFEmt n] LLF R IR,
E ,szl Tz (n 5 G5 — By,
Hr Ty (s 5040 — o) Fon o Heat B (peotl, Beo) PO FE BT 38 18 il 28 400 & F R FEC(E S 56, 301k FE I T 1) 3t
TR,
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) Gaussian Heuristic, /=Xt A, (B,) BIH BUAGTE s p Fm A28 55 1) DDA R . PBK Z 55 1k BE B0 2 1 R 4544

B
M a.p EREFE e - GH(B) Wé‘]ﬁ% X5 T I RO BRI M 1, Fovh B g 2 B R/ 2R B30k 22 A 4R 3

A o | S a s GH B B 1 — (1= )7 & p+ 4 p =2 I HORFEE 2 H—H

loll <a+«GHB,) BMBERL N 1IN, PBRZ H LD S8 a.p %ﬁﬁ%#p:%,lttﬁﬁﬁz?‘q‘é%;%uﬁm 11y

MR SRt 1 48 R AR PN Y T
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FER 3 T AEBR 2 RITT G 4 HR 5 A 19 43 BSR4 4% 36 B 3217 BKZ Bk AT AL B 2 B4 (B L 8%)
HE R Z RIS AT A B R/ By BKZ 51k B BIAS B o B3 2 Ak 3k IR 4 58 58 Wl ) T A% 5 B 2 15 o -
Zyfb s PBKZ JikgI AREL FEC(B) A7 HI B, BRI BE 3 s 5 B 2 5 0y g 2 Ak 2k %) I Iy 2% 1«
FEC(B) > Sim — FEC(n.%") W ULEH M ai#% % B PER A I, 8 A& poo- A M3, gk AT Bk AT 40
2 U BEBAS 3L B B g A b3k AT R — 0B By LB,

3 BESUREREELRE

ARFT AN T Darmstadt #& Pk bk . 9% 5 18 i3 X PBKZ 3532 52 BLA A 5508 H AL $ L 3 FH 2 KSR 1 g oAk
Pl . e ZAE 600 4EFN 725 4EIEIE T s 1 B A E b i i 45 4.
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Darmstadt #% #k 2 SCHR[8 J7E 2008 4F % (1 5C T 5K Ml — L6457 2 A PRI [0 0 114 2 TRk 8, L H g 2
DA PR )RR A T A 838 Darmstadt A& PR AR A &R LUk L 32 2] T Rs WF SR SR E A A T2
K. R JEBIIAE , Darmstadt A& Pk 704 4 AFK 53 Bl g JTA% PR SVP PR LWE k& S AR A% PR T
A AP A3 B XS AN TR] Y PR [R) . g oo Bk AR 2 ISR A STS [a] 8 i fiE 7, SVP k%= T 3K i
SVP [al 8 HE J), LWE Bk A2 MK % LWE [0) 800 68 7 SRASUAR Bk S 00 325K fige 3 AEUAS ob 1) 5 1 BE ).
X B XS g JoAg PR HE TR i

q TCAEPRERAEA R AEECT R BEAL ¢ JTA% HhOR R /N T g 19S5 08 19 4% [ 2t Pk SR 4EEO 500 4ETF
G, DL 25 BB 3G , HAi e i 7E 825 4 T AH BT 6 2R WY m) it q s Pk b AN [R] 2 B A A% 2 i BROSCHR 8 Ty 21
WA LY AT DR TEAS 3 A 3X 2 g UK S 2 05 FROE 1Y, 4 2R G 6F ik 2 A% oK th B i 8 1) £, IR 20 % T IR 4 %k
{18 JIT A s 3 T LA SR H G o . 32 P AR AR IR I I M worst case F| average case I RHLZYLRIERY. K
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SR A q TS Pk HORE I ks 56 29 10 552 R A SIS [R) 2319 E ) BAT AR B2 .

£ HATM1E . Darmstadt #&HEECE 7 PG 1O S0k TIF 2R M a5 q ToAg Bk R 2 804t sl %
& [ s 2 15 2 5% Nguyen AR, F 2 H T H 2 BKZ 2.0 8. SVP Pk 7E = 4615 00 F 142 5 K £ i
Eamonn A BAFl Yamaguchi 1 BAF5 2. [ P4 8 5T AT BA J5 100 3 42 K- £/ = Be £ A BAFE 2014 — 2016 4E4E 52,
54.56.58.62.99,105.113.121 4EIEF N T WA — 2L e dp 45 2R , % T HJE BKZ 595 . LWE $k 8000 & 4 20 sk
FE W Eamonn FIBATE 2018 —2019 4F iz F i e 45 3] BRAR A% Pk 5L 19 42 5% 43 & SVP Ml Approx-SVP H )~
A, K43 i Yoshinori B BAFI Deneuville B 25 E, 2019 48 11 A #if B AL F /b = B £ FI A 42 5%, [
PN AT BAFE A Bk L A 9 5 B LR AT K i 22 B L T BN S A
32 TWRER

q TCAE PR A 28 5 R ABHH Chen Fil Nguyen 328 [} BKZ 2.0 B4 3], [ % 80k PBKZ 55152 1 3]
KAt g JUAKBPRER PN T E A 2532 ] PBKZ Bk 7 KE LK. 5 BKZ2.0 Bk A, PBKZ Bk
MRS S A TF 1 ,2016 4F PBKZ Sk 48 I Z 5 1EH A JF T B W55 JE - Progressive BKZ library'™' .l F
Progressive BKZ library &&#£F Linux &4t . 7E X Progressive BKZ library W #2 9 , S 78 g 001 [ 22
% ubuntul9.0 REELRIG X RG T LA X Progressive BKZ library, 3 i Jy iz 47 A BL #2543 5l 46 1
AR VRS 2847 T PBKZ 83k, Hodh 20 A il 40 B 28 K05 N Intel (R) Core (TM)i5-7300HQ CPU@2.50
GHz 2.50 GHz, Z# N (RAM) i 8 GB; IR 55 4 1 4k BE 25 54 4 Intel (R) Xeon(R) CPUE5-2690v3@2.60
GHz 2.60 GHz, Z# N (RAM) i 256 GB.

FESCI rf R SR IUT SCHRLL6 1 42 Hh i i 2] SEVARL , 38 3ok A 28 o A 14 - A v SRS i 0 T R
AT —A> m EWIBENL ¢ TokE A (A) SR UL, T8 33 48 56 20 10 353k SR A5 4 Jo i) S B I BLh

min{q.q"8" },

Horp o h—HBLCHK/NRSBEAMDEEA L EHE .01 4.5 0" BIEXT m (e, 7T H1 24
m =+/nlg q/lg 6 B g™ B /NMAE. G, 7E M 50 SC 50 o, FELA 21 m 48 g JCHRE A (A) I H
Vnlg q/1g & HEMTH& 76 TFA4% v SR A 4 1) 1.

i S A UM A Ak B 2 J5 G5 4T PBKZ B K g JUMS PR B BORAE — 8 R B B AT B T AL LA
600 kg TCAE PR R 1], 2L 180 2 i A& R i J ml it . 3R 1 4510 T 48 A PBKZ 5k 7 2 850 & A W] 19 1
R A3 BIAE 600 4 g TA% FIHE 180 4 -4 i S ik et 1] 2 14 52 36 $c B

M2 1 Al iz FHAR R B PBKZ 581K, 78 [a] — 43 Y ik F vp i 370 J5 75 30 A 2 o) o 4554 00, HLBR0 0
FE I B /)N 33 Ul B K 2) Ak 3% PBKZ 3800 SR il 30 R A — E 104 5.

#1600 % g TTASHE & M5 L6

Tab.1 Delete-column Experiment in 600-dimension g-ary lattice

AR B 52 56 i) %) 52 56
ﬁﬂ{ﬁﬁ% (B.\-um nto‘“) - -

L3N FEI /s 3N FERT /s
(43,49) 83.588 104.739 78.460 79.896
(45,51) 81.498 136.895 77.097 125.847
(46,52) 77.168 162.692 74.659 154.814
(55,61) 72.952 381.640 66.196 262.536
(60,66) 68.366 552.048 61.862 436.568
(74,80) 57.887 1907.140 53.805 1 510.060
(92,98) 50.348 153 794.000 48.579 118 866.000

ALK 45 T KT PBKZ 50 S BIE 7 4L AL 0 10 )L S L

e, 758 Progressive BKZ library A R 41 ProgressiveBKZ 3R f# #% R M 0] 551 B, 2 ik B AR 5% 4.
ProgressiveBKZ BB W1 IG#% I M J5 £ 134T LLL AL, R4 2 £ BB N 180, [H 480 5256 & 30 %) #& 4>
WG A FE AT LLL A0 385 550 09 18 47 80O B . T 70 A8 I8 {50 I, K S 6 45 R 4R < 1B (B BN Bk
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HUR  BRSCHRL7 145 7 G o] 35 B A3 43 B WG 1 5 vk (AR i TS T & 2% I L 7E Progres-
sive BKZ library 143 H SR B AT 2 A i A7 42 1 78 AR SCRY 5250 b, SR R 8 B B B AT 3008 /r ek
NN 70 R L DL 6 3L B 125 2k 2R JE B2 AR MO 2 (0 S2 56 L T BB A fig A B Al B 4 A 1

BJE T8 Y &  Progressive BKZ library H PBKZ 54 ¥ E A AR 58 14 B AL o B0 35 52 42 A1 R 19
SR BRI AT SEBR 2R B T RE 25 BEAR K140 L 78 600 4E g JTAR Bk CR M P L 2 4T 2 80K B S8 A M A Y
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PBKZ algorithm and its application in lattice challenge

Sun Minghao,Qu Longjiang, i Chao

(Department of Mathematics, National University of Defense Technology,Changsha 410073, China)

Abstract : Lattice is a discrete addition subgroup in Euclidean space.Many computational problems in lattices have been
proved to be NP-hard,so they can be used as the underlying difficult problems of cryptosystems.At the same time,quantum al-
gorithms based on quantum computer models cannot efficiently solve difficult problems in lattices. Therefore,lattice-based cryp-
tography has received more and more attentions in the post-quantum cryptography.The Shortest Vector Problem(SVP)is one of
computational problems in lattices,and the lattice reduction algorithm is one of the effective algorithms for solving SVP prob-
lems. YOSHINORI et. al proposed the Progressive BKZ algorithm at Eurocrypt 2016, which is one of the most efficient lattice
reduction algorithms.In this paper we first introduce the PBKZ algorithm detailedly.and then its operating mechanism and its
inherent characteristics. Then we successfully debug the PBKZ algorithm library under Linux system.A series of experiments
were carried out in response to the Darmstadt lattice challenge.Finally.the best known results were obtained in 600-dimension

and 725-dimension respectively.

Keywords: lattice;lattice reduction algorithm; SVP problem ; Progressive BKZ; Darmstadt lattice challenge
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