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< Signature ID? > < DigestValue/>
< SignedInfo> < /Reference>) +
<CanonicalizationMethod/ > </SignedInfo>
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(< Reference URI? > (< Keylnfo/>>)?
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<DigestMethod/ > < /Signature>
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Pu = sP,s REFETH WM WS e:G X G, =G, , WM 3N E L H) Hash FH H,:{0,1}" -G, , H,:
{0,1}" = {0,1}" 1 H.{0,1})" - Z; ,KGC ¥ s BE MR , N Params.

) APER. B2EU.AQ i <n) BHILEBREE = € Z; FFHERAAEY) = (o:P,xisP).

3) WaARHAER. SEMFEH ID; € (0,1} REAHA Y, . KGCHE Q = H,(D,,Y),§ D, = Q,
e P E AR,

O RPER BLEEU.A<i<n iHEBE R = .D..
3.2 REHH XML EFEEELHTR(CLSMS)
3.2.1 ABEZEES FRIALGEHAXMERET  AXWEENFTEERBEN, AP RELREE
ABEBRHEBTFAT = UD,,ID,,,ID,), AF T, UERES 5ER THRELINF.

D HBEXEE ABRE XML XR$ K URLREBFES LK XML XY, E#E— MG E 23 8 H
BiHFT e AL,

) B -MEEFEENREANFSE ST ERREME M.

DAYBHEMEM RELE—NELE U, U, BHILER L € Z; ,itE:n =k P,h = H(T,ID,) #
Sl = H(M)R1h1 +7'1k1h1 %ﬁ:g?ﬁ,@(l\’[»(& »7‘1)) kﬁ%?—!ﬁ%@% Uz-

HBEZEFEUC<i<n) BB U, REWESL (M, (S 71,7000 9r)) JGRIEZHR (1) RERT

i—1 i~—1
e(S—,,P) = H@(Qj ,Y,-)H(M)"i]—[e(rj ,Tj)hig (@)
j=1 =1

5‘5‘%:—‘2(1) &E%&%Z 9%%2@& k€ Zq* 71‘7"%:7’;‘ = kP ,h; = H,(I',ID) M S; = S, + H(MDR:h,; +
r,«kihi.

%%g?"ﬁﬁ‘(l\/b(si sTL T2 9%t 573)) ﬁiﬁéﬁ?—&%@%‘ Usi. %JE‘—*EZ%@% U, B‘J%Z (M, (S, ,r;,
rret s )) VERE L R ILE < SignatureValue > B{H, H K& & X Z XA KEH B.
3- 2'2 gﬁﬁﬁg qu&ﬂ XML%giﬁﬂﬁ?ﬁﬂﬁﬁXML%Zi%ﬁ?ﬂ%z(My(sn’rl X2 y""Tn))’
FZR(2) BB,

e(S,,P) = [ e(Q Y 4 [ elr,or)h (2
i=1 i=1

MBLERQ B VIANFTEELZENBENAFZELESAMR . ENEL LK.

3.3 ZiEHH XML " BEEX &5 R(CLBMS)

3.3.1 HREEEY D HEBREZABRE XML XM URLEBEELSL N XML 0, % —#
MBS HBHATMIEL. 2) BE—FREREENABANFES X ERBEME M. 3) A KH
BEEMREAFEELAZFU,BIMELFU.A<i<n) KBAWBGE BHER L € Z; & r. = &P Hl
S, =HMR, +rk,, BELZBEBWM, (S, ) ERAEZBREHFU. D ZBEWEZUWBTAZHEN

%zf’%ﬁ\(M,(Snr;))(léiﬁn) Esi’f'%s = ZS,,ﬁéﬁlﬂﬁf‘}ﬁgiﬁfg(M,(s,rl 2 72 ,""T,,)) 1’5?{1%}‘%
. i=1

AR IEE < SignatureValue > BIH. B EZ TR EHEIEER V.
3.3.2 RIFZ4 VIS XML &AL RS, Bt XML &4 XHRBIER (M, (S,ri,r, ), BiF
EX ) BREML

e8Py = ([ e@.¥))" " TLetr,or), 3
MREXRG) BSL,VIAAFEELEMNHEW BE2ELAAR TNEL L.
4 FRIH
4.1 EBPESIH

EHE1 CLSMS FEREIEHM.



#1% WHEF AEFHXML 3882 161

R e(S,,P) = e(S,n + HM)RA, + rkoh, s P) = &(S,; + HIMDR,h, + rk,h, + HMR, 1h,y +

Fekeahe o PY = e S CHODRA, +rksh,) o P) = e 31 CHM) « 25Qh, + k) o P) = o 3VHOD -
j=1 j=1 ji=1

z;5Q;h; vP)e ( erkjhj ’P) = e( z HVMQh; ,Y,-)e ( erhi o7 ) = He(Q,- VY ;) FOR He(r,- s

7% CLBMS #yIE 14 [ A BT LUE i B Wz B8R KAl . X BOR A,

4.2 HEYSH

HMERFEZESANARFERDEG, TS AAMEL EHSRA NG ERFEL2IEMESRANE
WBRFEAWL . CANERFZEZELA T RBT LRSS MU T, 287 R T ERIHBRRA W FE
2 B, I SCER 6] 45 i B9 R CL-DMS, #175 % CLSMSE N EZ & FMA b = Ho (T, ID) , W R 2 2.

EE 2 CLSMS 7 REBHIEBRAE B XHRERINFI .

AP RFAEZEHEBSELRE WU, U (H 1<t <n), Wi HBHLHE LT AR5 638
BEBWFHESHPM, HESEEHHATERES.

i BEHESRARBEL T ARG Uy BULESE L € Z) i1, = kP,hy = H, (T,
ID) #1 S, = Sy + HIMDRhy +rikihy J5 (M, (S, yry 57z 50 r ) FER U B4, U, WU, 53300%
BIXREPBITE M, (S, srisr2sm 7)) GFEVLER by € Z; ,TH B 70 = ket Pohony = H,(IL,ID) #
Sii = S, + HMRh o1y + romberhiny s RIGEBEZ (M, (Siasrisrersrn ) (ERBZ XRPTE <
SignatureValue > J{E, EXL T —MNELZHE Ui, Uy, BIEER ),

t+1 t+1

e(Su1»P) = []e(Q, Y ™% T ery 7. W

i=1 i=1

HENG#BR U U, BEZFHH#TRIE, EXEDLITFEER . Q.Y e (Qu s
Yo ) Y% (o)™ (ragsra)) e, FRABREHEE RN QYD) (Qur s Yt Y (1,57 )" (1
ree ) S BT Ry = hoshe = bt FRAZER (4) REOL.

BREEHHSRAZREZINTFHELSH U 18 b = H.(T,ID),U, 8 by = H, (T,
ID.),[F AR DUIEBR I X (4) TEEILHIE. Bik,CLSMS FREBEBRMHSRAE AT LS L IRF
Y.

4.3 FAfhEESH

= CDH [RIfE R W ¥R, T HEIEF 7 € CLSMS ZEiE B BN B TH A hE B MA, thikorad
REEN.

EE3 EHIPASEHET . EFREREE A U— A 2N ERNE - XML TIE B2 EL4,
W7 LA B iR ge CDH 8] &1y — A~ SE 4.

ER RARB-REYLHE A NELEBRAERSUFHIER NAEANSEELSE . KD EAA
FPHRAA P.. B2 CDH H@EMPEEE B A€ (P, ap, bP), B BWHEM A A, fEdk CDH [WE, BIit&
abP.

BRFEERL = (ID.,x:,(X:, YD) s Ll hi sk, D RO VWA 2, BISRAEAE 6 ID, S0 B A RS 5 B LA
P BEPLER L AL Hy WSS R A H, WRIBSEE R B B R LA R RAEA. A, BAT LR 06D , i ] 45 SR 4R
FEERL P,

RESEHN BB P, =bP IHNERE L€ Z; HERBRAL ID" AR P =IP,, = bP %%
K S8, Params = (kye, PyqsG13Gy s Poy » Hy v Hy  H) BRI P Bk A

H, #8:4 BEIA, X (D,,Y,) ¥ Hash (B i#Ilalef, % ID, £ ID* , Wl BEEFERL fER,EID, €
LJI'JJBIE] h; éﬁA;,% ID; e LJM%&J@& IS Zq* 9ﬂ’%: h; = ;P v#ﬁ@ hi;% ID; = ID" Jl'Jé‘r\h,- =aP,
¥ h WERMBIFEL 1,588 k, fEXUD,,Y,) B Hash {1 R 4 8.

H: [ : 2 A, 3T, ID.) # Hash i [RI8 , 3% L FHAAERRT,B¥ R, REA A, BN, B FEHL
WEU, € Z HER, = UP,RE R, ARG U) BERMBIE L .



162 AHFERFLRGEFZIRO 2015 &
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i=2

e(aP,sbP)H(M*)",le(rl ,7'1)[/1P I I e(l{P,‘zl_sP)H(M*)h'i I I e(r,-,ri)’,ip —
i=2 i=2
e( HIM R sabP + D) HM R LixisP + D7t 1, P).
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CLSMS # £ CLBMS 5 RELBI AL, X B UL CLSMS FEIF, WM& 4 WA BMBRIESB#ET

R, FRIOLHMET JAVA HEARJAVA L E AL LFMNERSE ML T JCA(Java Cryptography Architec-
ture), £ JDK1. 2 #1,JCA REGFE A THRFELMBICHEN APLMEHSIA T RIS HE . T AL E MR . Ih
BERE A BT EHIE. AR JCA P RERBLAX USRS ESE LA EH A FELRS, BiLE JA-
VA & 323 CLBMS B R LB MERIEME CLBMS BRSS9 “R4E”, RIG 6 CLBMS 4 i3t Bik
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5.1 SCEIFNEERIRA CLSMS B0 R E R “HBitHE"

B, 2T JCA HE XHMEBIRS &7 W5 %3, L3 CLSMS #HS MR 5 , & X # #1 R | 2 CLSMS-
KeyPairGenerator ., & £ 2% CLSMSSignature 3£ CLSMSVerification; SR /5, RIBFPR SR A HE DTG
B8 CLSMS 4 £ IR %5 124t H “CLSMSProvider” ; & J5 , % CLSMSProvider &£ R B M A 19 JCA .

5.2 ([FREZERK/EFE CLSMS &£t XML &4#

1) f)# XML &4 T.J7, £ XMLSignatureFactory SC# 4L B} 5] i “CLSMSProvider”.

2) BN 2 Reference il SignedInfo, 5| A EE B SHA-1 fl1% &2k CLSMSSignature & 28
CLSMS, X W1~ Xt 8 43 5l %t B F 76 & < Reference>> fil< Signedlnfo™>.

3) {# F§ CLSMSProvider 11y CLSMSKeyPairGenerator 2 {2 FABEH %, A 8 KeyInfo X 2405 4 A,
M B B B0 T J6 K <<KeyInfo>.

4) 48 JAXP DocumentBuilderFactoyr €8 #) 3C Y, 4= gt XMLSignature %f 8, %f i F 6 & < Signa-
ture>>, TransformerFactory ¥y H 45 44 45 5.

5.3 {EHZ&HEE CLSMS ik XML &4

1) {# F§ DocumentBuilderFactory f##rf & & 4 ) XML 3XC#, {# A DocumentBuilde B E Z E 1
XML 3C#Y.

2) 1] DOM ¥ Document. getElementsByTagNameNS £ A XML % 4 iy 4 23 [6] i URI F1 << Signa-
ture>JLR MR ICRLHMIBEE L ILE.

3) Sz#fk XMLSignatureFactory, 3]} CLSMS &, IR B < Signature> L &.

4) PR XMLSignature 35f & F /] validate 7%, #1782 B iE.

BEREU LWL R WA ERSELL . XHALIEREHN XML ZEL .

6 %% it

43077 %8 CLSMS &5 SCR(6 11t it » SCHR[6 1R REARUE IR AR AL AR BB #4844 DT , T 4 48 A B &
BRI LB FEER. TR F T REBEIAEEEN EMAERFZESL HER L H TR
/MBI T —4 Hash 3115, 8 T RBEBERBHAKR. AXRBOLIES XML ZEELAFR. R
SGAAT XML XS WIEE WS R TIEREZMREE BRTAXRERAS AN B BAE G
B9, SRR T A& G188 48 7 00 ST S DL P AFFE BE B8 B8 ) R S B A FE B R . 6% Internet $ R K& B 5 1
A XML T2 CFE B F B P RN SR Z . PR E2WATH XML 2EE4 AR EBENE L.
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Certificateless XML Multi-Signature

LIU Juxia', SU Jingfeng®

(1. Academy of Information Technology, Luoyang Normal University, Luoyang 471022, China;

2. Institute of Computer Science and Engineering, Henan University of Urban Construction, Pingdingshan 467036, China)

Abstract: According to the demand for multi-signature in the electronic document flow system, two kinds of new XML
multi-signature research models are built up. Based on the corresponding research model, this paper proposed a new XML se-
quential multi-signature scheme and a new XML broadcasting multi-signature scheme, which solve the problems of low efficien-
cy and poor scalability using the traditional signature technology. This paper also analyzed that two kinds of scheme were cor-
rect and non-forgeable in the random oracle mode, and the signing sequence of the proposed XML sequential multi-signature
scheme was fixed and unable to be changed freely by the signers. Finally, this paper designed the realization process of the pro-
posed XML multi-signature schemes according to the XML signature syntax, which provides a feasible solution for the applica-

tion of XML multi-signature in E-government system,

Keywords: XML digital signature; bilinear pairings; multi-signature; certificateless signature; unforgeability property



