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Fig.2 Log parsing schemes



50 T IR IL K FIRCA RAF RO 2023 %

LogMine ) fil LKE"™) fil 2 FfE 2k 7 % (HI LenMa' "' Fil SHISOM ) ] DK 25 0 F F H & . 56+
R H BT — B WD (D38 ok SORAR A 3OO FE B 8 H S AT 70 45 (2) — 2500 H i
FEATI 5 H A A SR 0 SRS v 2 ) R R B E L R B R B i O A SR S A AR AL s R 1
BOR L RE B b H A AR IR BB R 28 v o8 A Tl 2 1B (R 0 B 2R, DK 75 it b H A
BRI BB Y R KR LogMine I LKE 732 %2, LogMine S/ MU MR, #0K H AW E AT
W b3 20 g S0 LKE e T M P0 H A58 B 22 () 2R 47 AL 9 5 P25, LogSig & — M TH B &4 Ak, |
Wiz FPE B G T B R 2R B W OB A9 FE T . SHISO Ml LenMa #if 2 76 28 7 1% B T ALY 3 7 =X fd A B
AR TR E B H AR AT S e S B H A R A AR 3R M S A AR Y R L SR DE e
B s H AR BRI S I ) B A SRR b 5 K G — SR A H RS SRS R L BT AR I Y R RS AR
KA o> FERTTE T 190 (B2 200 10 08 R 5 0 1) A A7 235 R B Y A AT 1) LGS SRR AR B RO T o (B 5 2
U H AT AT B Sh 8 E BE 5 2 a0 LKE 4@ 1158 i k-means 38R A B BIAE B2 A 3h# & B {E 1Y
T3 Ayt i — A S e R T i v] LU 2, R H AR KA AR X2 PR 58 38 B MR 48 2 A BLRE L T AR
2 75 20k E SCHBLE.
R1 HEBHBRESE
Tab. 1 Summary of log parsing technology

fil B A R/ RN R FAR My FRATRE i AT S
A A A SLCT 2003 B U STE £
LFA 2010 Bk B TR
LogCluster 2015 B B ] R 2
FT-tree 2017 B FT-tree U4 25 44
LogHound 2008 Bk i U S
IEF S AEL 2008 Bk i R AR W . AL
Drain 2017 TEZ Jit S W i T
IPLoM 2012 Bk Jit g A
POP 2018 B EV W
Bk LKE 2009 [CE SCA B
LogSig 2011 Bk SCASHH AL B
LogMine 2016 Bk RN 2R B
SHISO 2013 K TR R R 2
LenMa 2016 TE4 R AU A ABLEE
F SR = AL Logram 2020 Lk n-gram i %
Spell 2016 FEE KA ILTF R
oAt MoLFI 2018 R BT

Ja ks R KA e — P AR T B R R (4 U vk e AR R — SR S5 R AR AR e TR R Y R 5 vk
CANARABLJEE 55 ), 4 A 30 U, it R X AT AR Bl 9 5 0 55 B 2 s Al T 82 IR A SOAR 5 — B0 SOAS B A
) AEAEA —Se A B4R AE L AN i R — 21 H RS A AR [R] L [R]— 21 B35 R] BE A A A — A 1 %2 007 B 00 e R
A4 R, — 28 TAE (R Drain™*® \POPY™ [ TPLoM" ) 4t T — R4 i & X iy H & i@ A 77 i AEL 2
AR X H AR A K key-value X B3 RO FE 19 IR A 1R s 25 B OGS 2E AT 0 A SRR FEAE 20 T TS AR L
FESEAT R IPLoM B (9 J5 R RIS A 3 4> AR A H 5K R A3 4 AR 0 BP0 (7 8 4 2 L AR XL 6 &
SR g % AR XY O Ok B ST I AT Drain 7 1 2 TR BE AR (9 7 150k R B R S5 AR5
Xt HEH AR R LA K H RS A AT LA B RE 19 J5 R AR SR B 4T 20 A A — 2% HOE w7 Z M A it L S R4 |
TR LSRG 1] T 18R B8 % 40 v IR IR A 1 SRS P AR R AR DR AR 4 R R R 2 bl Bl
F A EH IR IEFED POP i 4 i A RS P A ARG H R R 43 2 L AR A B R 7 4 2



% 6 B8 F ATHREY SO EMTHAR 51

Ja e AR M AT H S A DL B AR R A B O PR SR T 2 R E ke AU AR S A T H A A TR
MTAEVFZ 45 00 T R R 4F.

HREF B ARG R N 5L E /T O 2 LT 4 A0 b B9 — Fl A AR IR H . KOBA-
YASHI 9900y A3 A A B vT LIl Sy — iR gk 25T 1 [ SR 18 = AL I 3L, BRI 17 2 A ARG & AL 3R
20T LR 20 B 8Os AR BRI AR 22 LT 4850 BT R GE i e /N JE B0 R IR BERE T LR S B AR
BERIXT H B AT AT TSz ik F 20 =4 (D#E A R n-gram o 588 HE 7 B6F 27 (9 5 B9 T
T U8 5 (2) i FH VT 2K R 52 75 43 lid (Latent Dirichlet Allocation, LDA) Y H & 7H B B AT A 18 % A #Ar ic i 5
1) 7 1Y R R AFfith PR o vy A o S5 ) 5 (3) 3 ARV 5 22 2 SR - PAA T = 11 3 26 [) I (R IE 7 fie 20 N T B
TG 0 S0 25 SRR Y 2% Jr o A R RORG B 7 TS T R A A M L UL AF DAT S5 32 1 T Logram H & i
Mok,

Hoph A7 267 R MELAAZE B LA F 4 R 42 b, il hn, DU 485 F L B 28 47 77 91 5575 (Longest Com-
mon Subsequence, LCS) LR @M H A2 BGH H & BT, i3 LCS KM ERT S5 I A H &2 R
CPCHC” A VTS, TR S Tz A H S 2 BB 4 AN DT E , TG 37 ) H b 28 R Al . MESSAOUDI 45
$EHH T MoLFLMoLFI J5 i 248 H & i B 742 i — > 22 H AR 09 A ) B, SR J5 X8 16 A Ak 1] 80 15 47 34 Ak 5 2k oK
fif. 2% 1 X SR 0 KA ATHEAT T B A .

2 BEMFAEETM

Bl B H BT I A W TR A AT L B 0 DA e ) 114 40 AR A 4 AN W 4 R B R IR BN R H
AN L RS A T i H 5 2 H B IZ AT S g 4% e S 5 2 E IO H M H B
MR KRR HL 22 4%, B A WS O T . R 2 G0 — 9 A o bR o RS — () BT AN OGRS L X H
AR FE EAT GE— VP AL BE A% A AN DR A ] B, T Al AR i AL 45 SR AE A BN TR A 2 B R R
e N R B = I IS R S (N T Ry BT I o211 B B = g T e N B R O e S el L 1B = g
H A5 A B A X Ll 25 B L S — DA 5 3 TR A VA B o BN SR T T e
2.1 EiEiEfG

SLCT fE hy fc 1 H Ak i T 5525, 1 UK A0 BB U2 4 0 B AR A b o7 R e i 2 B ki
i B (AEL . LogHound . LFA . IPLoM,SHISO . LogCluster .POP) ¥ 5 SLCT #47 T L5, 45 B £ W] )5 42
SAE U H AR ARSI Dt S 5 A DR, AEL 7E 4 18] 32 R WK B2 O i A T SLCT. LogSigH* 5
DA T H AR F FR A 41 b I B9 B8 iR — AN LA T 2 A SRR B A AT R T K A A S
TP A Z A W TEAL 0 804 8 /. 76 ThunderBird H & EAYSF3 F 9 AWK T IPLOM Bk 75 HAth 4 Fp H
& | Drain 5 LKE,IPLoM Wi B £k H 25 @ A 7 2k Al SHISO, Spell 7 28 H & A 7 278 6 Mhfd 4 b
IBATIE RIS AT A5 R AT LU #E, B R W] Drain 0985 BE W] W T LKE F SHISO, HACH m T H A 4 Fh g L3
)77 7% 50 % ~80Y% ; Drain 7 HDFS $tdli4E 1 3R15 T JL T & b 9 7 % & I £ 2. MOLFI 5 Drain fil IPLoM
PEAT T X EE L 45 SR R 0 MOLFT R BE &, B SR A (SRS be i) B Bk 2GR0 5 o 2 Hirflife . A
R A A2 A KRR 4 5 T 7 TR XF B R RS B B L MOLFT PRAT I [ 220 ) 488 hin AT LA e 5 Ak B v 2 7 R AR
PUAT B[], Logram ¥ £ T ff B 24 R & 45 09 JL #5532 (Drain, Spell, AEL, IPLoM, Lenma) # 17 T X} [t ,
LogramfE 17 N 4E LV B TR 0 5 R 0,825, L A7 R i 1 B /=1 1 Dirain(0.748) 157, 8 848 46 vh 11 i
MRS B T 0.9, BEALIMEL 5 Fp H B AR K/ B i B (300 kBL1 MB.10 MB,100 MB,500 MB il 1 GB) i
17T fEMTH )% L, Logram R 1.8~5.1 4%, o] LA /INAY H 35 A $2 B0 8 H o 505 ) — 2t LKE  Lenma .
LogMine iX 3 FhE kR 5 H A B IL 4T XT L.

AN TRAREVE B0 % L 285 SR B e 7 A [R) R0, B89 7 5 LA Bk AT VP AG B L X LU SRR R — AR TR
B T AN — 35T 09 SR AR AN [ A5 [ 0w A1, S AR X L B B 2 B8 — B 48 B o A S0 B AR B5CEE L A TR R K
DR GETTR0R) HERR 2 L H A5 R 555 2 0T L BT 52 21 (9 48 B o 8 T 3% S8 48 B3 358 43 5 430 B e Rk v,
X B, AL = AT LM R A P T T A 2 R SR I B DA ST B — 1 4 B BN AR



52 T IR IL K FIRCA RAF RO 2023 %

2.2 Zi—iEfh

1 H AR AT P BRI G — A bR (R AR PR A B I B A AR s T L L i Rk
o ME R R FE X H R ROR A AR S T B O B L. TANG % FE LogSig Bkt H
FreREL F /R H 2% il 7 8 5 i AR M, HAMOONI %% 78 LogMine M L T EENZHEA M 4 M )E
PE. W SR R AT R E  HE 2097 Drain H4i 1 7 RS S B PR L, DL % 1R S 50
TAE Y B

PeAh 22 B e S H M BRI G —pr i LR T B ORI JIANG A 8 LT X T HE
F AT SR PR AR 0 4 AN D7 T . P ARREME LR G NI L% ) M 35 . DEISSENBOECK 457 48 H o 78 1Al 5T Jt 455 7
w5 TR PP A e S R O Y AN T I R 4 T EAT T8 PR A MIZUTANI Y A5 7 57 B 42
I 7578 26T A ok [n) A9 22 M MAKANJ U 80 ME IR T 55 8 5 0 & 305 0L 0 40 1) 5 22 % . DIAN A
AEDOVEE R T WFSE T H R AT AR R T R LAY Y R AT A R AR T B 17 PR R 4 R
P A — L AT LA T 8 AR K

s By T HLES IR, B R H O A AR MEAE S e b G B X BEAR TR B A A R Y
GETF RNV AR G — 1 H BSR4 T HE 88 A (0 FH o 0 14 R0 AR A Sy o o F Al (9 A o % 4 R AR
BAE 5 ANBUE AR DTN DU B p PR RE 5 B SR B — T 0 B as H AR TH B ZHU 58 AP0
7 loghub HAEEHESE S T 13 A H &A% 1M RE  loghub HAEEUEE N BIEH 16 MAF ARG H
X 16 NREMH ECRFERERE ARG RS &N HRT B8 &R 5 BRI J AL, & St
4440 BRI R, K/ 77 GB, & H TR K H B8 5.16 A~ H & 48 (i Hadoop \HDFS.BGL) H () —
SRS B LU A AT ZE AR i A2 77 J AR T Lt i (30 Health App.Zookeeper., Android. Spark) Nl & M At ] 52
5528 B B R G AR 9.2019 4ok B AT AR (35 %0) FI2E AR A (65 %0 19 150 244U R T 1 000 &
loghub $4ls %. ZHU 227 HE 16 4~ 2408 B AR A B B B0 45 L IEAl 7 45 Fh H A5 A B0k 0 S B2 L OF R
— b A AR AT AR AE S SO T ARORG A i o (AR LAl SO RORG B AR

2 2 % H AR MEHT S PP AG 25 BT T A VA S A Bk AE BT L Bk PP A B B AR L
— VA7 B 118 fipe T 850 23 R A AT G A

25 L AR DA AE R R 5 2 I AT T b (H R i = G — A T A v i Ak B LAX L B — 1
il 1 25 B — 5 AR 1T DLIECRR Tl SR 2 R B 22 B 25 5. Tl R ETa W o e Je i i H AR AT B T L %
TE T AR B A5 BT 5 0 70 28 TR 500 4 R0 DA 48 A 10 28 Bk 3% A 38 19 Bk AT IR JF pe e MBS R BGE A Y
R R KA TP B 4E loghub BRI T 16 N AF RS M H A& R TR H &A% E 2 KD,
Mol #5 Fe 78 F O H AR EOE 5 LT IEAR 0T,

3 RERMRFGEEBEK

AR SCAERS S A M B0 0k 05 A ) SCHRZE A7 0 B A 23058 B9 il b, 910 00 T — 28 S SR F 5 05 1) AR
KA 5 14 PRI X

(DGE— WP FR bR 5 T2 B A, 2 B 48 T 46 FhOEAG 98 Ar . (EUR B AT 5 bp B = 32558 A9 A TR R
O PEAR 1 b 5 ARG 35 FIIAIE » 7 3K 27 AR SR Tl SRS A 4 A ik iR,

()8 — 89 H B AT IR B S BR AE 2 2, i LA AT 26 B9 H 38 Z 1A A 7R AR 3 R 9 22 5+ loghub
FHET 16 R ) B4 it 4 X O L BT — B9 H AR RO B B Bt T AR B B3R A i B SR A AR R A BB
P B L H RGNS R 1) R, DR S — Al T " log BUHE B AR BHE B B OX IA H R T O
PEATPRAL L 20ORF AL E AT LR

(3B B BEIEA R BRI b 3R B T B s A7 ROCR R & PP SR e — N E T
FI RT3 AT SR ke = 33X T T A DAl AR A

() H BT A I A A AR S 505 D0 B A A i e 108 i S8 I L il B A O R A 2 T R T
AR AT L1 A U A RS H S FA R B A A AT B PR



% 6 B8 F ATHREY SO EMTHAR 53

(5) H 3CH AR AR e A MR B A e A B0 3 1 BBR DA T B2 A A S L Bl TP T 0 A AR BE T T
H SR e Vg g 22 5 J2 A N 617G 28 mh SCH AR LA b AR 31 H JS 88 A FEAT ARl BT 3R 7E B 38300
AHRSC T H AT H A AT 505 A B S A P SO AT I H RS BOR AR, 3 BT B9 H A A SRR R i e X A
[ 5.

(6) Tolk Bt 55 27 AR A 3 3. ol 5 A 2 R FEAF TR S B 38 B AR AN 1 gk 2 R FOOT R B BT A H
ARSI BT B B A DL SR H AR S0 SRk i A B Y DR I 1] 5 580 A A A SRS () 5 OB R Ui A
5 > R T IR 5 24 Bt ek B0 I 1] 5 S50k e ) £ HE B A o o A A R L A A I I 45 )R X AT RE 5 S B Ak
7 S B 2 R AR DR 2 R B e B — B T B o D AR BN 4R T AR/ A8 U B A T UK A T 2

b R B Tl S, Tl B AT DL SRR i Tl H AR ST ok A 1 5 I A S B vk

®2 BEBWHEHERTGHERSS

Tab. 2 Summary of evaluation results of log parsing algorithms
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Log parsing technology based on data platform

Jin Ming, Cui Shuo, Wen Yang, Bian Lin, Guo Xueliang, Feng Hanyu

(Big Data Center, State Grid Corporation of China, Beijing 100032, China)

Abstract: Data platforms are a mode of providing efficient services to customers by using data technologies. Logs are a
way of recording system status in data platforms. They can support tasks such as fault diagnosis, performance optimization,
system security, etc. Analyzing the log information is significant to daily operation and maintenance of platform. Log parsing is
an important step in log mining. It transforms unstructured log text into structured data. This paper reviews the log parsing al-
gorithms and evaluation methods, analyzes the solutions from industry and academia, summarizes the main categories and fea-
tures of log parsing algorithms, compares the performance and effectiveness of different algorithms on different datasets. This
paper finds that log parsing algorithms lack a unified standard and dataset. making it difficult to compare and verify the results.
To address this issue, this paper suggests that future research should focus on establishing unified evaluation indicators and log
datasets, promoting communication between industry and academia, and improving the applicability and reliability of log par-

sing algorithms. This paper has important reference value for the research in the field of log parsing.

Keywords: data platform; log parsing; log mining; algorithm evaluation
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