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Fig. 1 Different types of images are stored on cloud platforms
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Fig.2 Flowchart of bitplane splitting and encryption in binary for block
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Tab. 1 The probability of images being correctly classified

LAY Ji 5] oL - T 43 L NG EE Wi (E & e
VGG16H8) 0.998 5 0.002 3 0.003 1 0.012 4
ResNet50017) 0.999 7 0.000 1 0.000 1 0.003 0
MobileNet V21 0.999 9 0.002 5 0.002 6 0.002 8
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Fig.3 Visual effects of images
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Fig. 4 The effect of encrypting images
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Tab. 2 Performance comparison of this scheme with the TPEIP scheme against neural network models for image recognition

K i 4R i Pe K DS MobileNet V2191 /% ResNet50L17) /% VGG1681 /%
ImageNet 45 4 SRR e % 96.1 97.6 96.5
X7 VRS 41.8 40.1 18.2
TPEIP 43.3 48.6 18.4
14X 14 VRS 27.5 19.8 14.3
TPEIP 28.1 32.0 14.5
Oxford-102flower ¥4 4 AR HE % 96.86 96.86 87.94
X7 VRS 12.98 13.24 9.61
TPEIP 13.43 17.25 5.88
14X 14 L VIES 4.51 2.35 2.84
TPEIP 7.16 7.06 3.53
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Tab. 3 Comparison of ciphertext size expansion rate between this scheme and TPEIP scheme

Jin % P R/ TX7 14X 14 28X 28 56X 56
VES 1.65 1.81 1.99 2.26
TPEIP 2.33 2.37 2.43 2.51
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Tab. 4 Correlation coefficient of adjacent pixels in different directions

ek i JH K- Ei X £
JE IR R R 0.97 0.95 0.93
G 0.97 0.94 0.92
B 0.95 0.92 0.90
T AR R 0.39 0.37 0.37
G 0.34 0.33 0.33
B 0.22 0.21 0.23
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Resistance-enhanced image block bit-plane split thumbnail preserving encryption

Li Ming™", Cui Qingchen*, Wang Xi*, Zhang Jing", Li Wenze""

(a. College of Computer and Information Engineering; b. Key Laboratory of Artificial Intelligence and Personalized Learning

in Education of Henan Province, Henan Normal University, Xinxiang 453007, China)

Abstract: With the increasing number of personal images. cloud services are beginning to play an important role in im-
age storage. However, uploading images to the cloud leads to privacy threats. Traditional encryption schemes that simply en-
crypt images can protect image privacy., but they sacrifice the usability of the image content. In recent years, thumbnail preser-
ving encryption(TPE) has been proposed to make images available to users in the cloud without being identified by illegal third
parties with the unchanged thumbnails after encryption. However, existing TPE schemes do not take account of the privacy
threat to images from machine learning. We propose a new TPE scheme that improves the ability of the algorithm to protect
image privacy information from a new perspective by combating deep learning models in the encryption process. Experiments
show that the proposed scheme is able to resist image recognition by human eyes and deep neural networks while the image is
usable.

Keywords: image encryption; adversarial; usability; privacy
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