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REEWH R RBWHA R T UL TR, EREEIFET B B MK H o B 808, U5 R 6 5 R 215
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3.1 MBBRUEK |

LA G M) ABAC R B, AR VM 5 R 5] ABROTR W B RO R VE AR R o SR 4G
W — AR o R U (e SR B N AR R R CBAE RSN Woc Y O ER B R LVBRAE R IR R ROt A,

EX 1 HETFREHA Hadoop 1A% HI#5 H-ABAC: H-ABAC & X W HIGH (S,0,P,E,L),S A F
.0 RER, P HERAE.E AR L NER.

EMN 2 P5aiER Request: Request=Req. s&®Req. oQReq. pQReq. eXReq. I, H

Req. s={<Sattrl, value>, <<Sattr2, value>,---, <Sattrm, value>>},%&~ EhBFH K E A EXT
£

Req. 0={<COattrl, value>>, <Oattr2, value>>,:», <Qattrn, value>} , BRREEXEFHWEEZHEHX
885

Req. p={<Pattr, value>}, R/REAF B A EXT, HH value KIEBR A (R, W, RW, EXE};

Req. e={<Eattrl, value>, <Eattr2, value>>,, <<Eattrk, value>>}, R/ ¥HIEALFH KBS EXT
&6

Req. I={<Lattr, value>}, B BR KW EEZEXT, HF value B {E KX { public, secret, confiden-
tial, topsec}, 7 FIXT R F A% HLEE L5, AR L IRT/EHATY R,
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cyset AR ETFE R AR 5, W ih M FEHI W Rule 488 0 F 795 3.
EX 3 iE¥EH e Policy/ R B £ Policyset:

target B IO R A B, H P effect Rom 4 5580 ) 1 #2
B E 45 R, BUE 78 Bl A { permit, deny} , 23 3 XF iz A

Policy 1 Policyset #& H-ABAC e fi i [ 8l He bt | Polcyset —— CombAE
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#E M} Rule H [ target 225 Request #E1T LR B /NRBE B8 JT , & Rule Y target 85 Request UG A
(BP Request BB HEGREA ST T target B HEE S, W Rule Xt Request H|EH RN effect, & W 4 not-
match. Rule H# targe & X F target=tar. s tar. o@tar. p@tar. e@tar. I, F§ DOM FxR E LB E
I, W tar. s={<Sattrl, DOM>, < Sattr2, DOM>>, -, <Sattrm, DOM>}, F/R F &% J& ¥ 0] BUE L F
K44 ,tar. o, tar, p,tar. e,tar. [ YRR A B tar. s G5 H#E.

HWE Policy B target BB T A Rule H target B 3F&E, 52 BB FE M £ Policyset 1 target &
HPT BT A Policy W target fi &, BN ZHIHY target 55 Request VT AL , 75 VT AL ALY » T 36 B A SR W / 5K g 42
A LA3E A Request, 75 T AN 3& H.

EX 6 KA HBE B CombAlg:Policy FINRFA £ K4 RA MK Rule, — 2 Rule IF U5, 53 5MY
Rule 3545, 3 % CombAlg f# e 722, ¥ A [A] Rule M 45 5 # 17 & 3. Policyset i CombAlg 5 2 ] #.
XACML HF 4 fed S8k, B SeB o R B B o So i B B fmE— N 3B 8.
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(1) PAP BRI 8E 5 LB

PAP & H-ABAC iR W SRR , T BT 52 PDP UCERIE F i B M 50 Ws , B 8 X 3.8 X 4 AT 40, 4
B IRB% LA xacml #XAFGETE PAP b, T2 45 4, 5 UC FC 5928 72 B0 SR M % BT BB 2. 5 IB1 R Ree-
quest B S5 5T R Policyset H target VLR, HE X 5 A 1, # 75 % Policyset # target & H T A i F 3 &
target W3F4 R BRICHD , W A< M40 2 R BY B s B /T DAVE I, i — B A R AR RN TR FH AR
BT RPEATICE, XA AT UL Policy 55 Rule #4708 A0k PAP R ELKM LA EMT.

Hi%1 FReRICECE B PolicyMatch

A :REQ—ij [a] i K

PolicySet HOgE
¥t :Rule_Effects—— SRR &P A LEMNH EHERES

all Rule_ Effects<—not-match
if REQE PolicySet. target//Policyset — 2% B BT &%
for each policy[:](i € n) in PolicySet
if REQ€E Policy[7]. target//Policy — £ I BT #
for each Rule[j](; € n) in policy[ ]
if REQ€E& Rule[j]. target//Rule — &% f¥ BY k%
Rule_ Effects[ Policy[ i ]-Rule[j]]=Rule[j]. effect
end if
end for
end if

else continue next policy

end for
else return PolicySet-not-match
FE— LB RBINL AT B, REN T BEFFEIL T BJLE J7 4K 0, WK SR WS 77 #5728 Hadoop - & B4
i B E E HBase o1, 37 X SRS 2 7 0 30 M9 B AE DL B8 R 51, W K K 18 5 g UG T A i 2R 5 3 3R
(2) PDP #3865 5L 3
PDP f2 H-ABAC # 8 o B SR B e AR, T EAL 52 ] PAP LK) W5 4 Policyset tH8 & 3158 3
Pila13E K Request B3 & 45 R4 iR 145 PEP. A&30% PDP £ LR I BL B 5, T
Bk 2 ZRBHATFEYE ResultEvalucation
B A :Rule_ Effects B 1B
it :REQ-RES——X Ak i [ R M H e 45 R
for each policy[i](i€n) in PolicySet
for each Rulelj1(; € n) in policy[i]
//FiE AT LEL Y Rule 73 Policy A& H B HER
if Rule_ Effects[ Policy[i]- Rule[j]] ! =not-match
Combine(AlIChild(Policy[i]), PolicyCombAlg[:])
break
end if

end for

end for

/ /¥ B A Policy 45 R & 318 %) Policyset #4525

REQ_RES<«-Combine(AllChild(Policyset) ,
PolicysetCombAlg)

return REQ_RES
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(3) PEP #£k I RE 5L 81 :

PEP & H-ABAC % SRS AT BE SR , EEAT 55 B8R U A R Request, ¥ H R % % PDP, # %
PDP e 45 R I3 $h A7

(4) PIP BRI RE 5 5L BL

PIP i34 PDP R4tk K rEE MBS A, PIP 4 T Fi&K . 8B4 AR . FREHEEER 5
PAP (4, E B E B RAEBAWBER T TR LEMMEFIGRERERERSHR.

3.3 HBPBEERAELE

7£ H-ABAC BRI, B ¥F i/ [a] & Client — K BRI ESBBEUT SR,

B 1 Client it Kerberos #4783 1AIE.

$ B2 Client il FHHAIESS . M PEP R U5 A1 5K Request.

HW3 PEP ¥ Request XX % PDP M AT IRGE.

B4 PDP 4 Request IRIRFBEWITA B L, 4 AB IS : DPDP £ H xacml 446 i) B R HLH|
AttributeDesignator fl AttributeSelector 3 f#Hr3& B Request 11 JE ¥ {5 B ;2)PDP |q PIP %454, H PIP
ARHAMWBEERTREHXNEEER.

TS5 PDP AR Request FENTARBERE R, T BYA S BN Request (req. s, req. o, req. p,
req. e, req. 1), 30 H L R xacml # X 8 F A0 H.

B, 6 PDP [ PAP kA RBSUCELE K, LR BE & A2 W R ug 4.

$|7 PAPEFHE R | AR 2 R ICEC /) SR 48 0 B 38 B ) 2 B R G 48 Policysets KX E
PDP.

$ 8 PDP A 2 Xt Policysets #4718 54 3.

$H9 PDP @I HESHBIRLHESERE REQ- RES, ¥ REQ- RES f permit, W RARH F req. s
TE RSN req. e FFRN req. | KRBT , HRXT T req. o #T req. p BAEB AN B URREERE
g,

H B 10 PDP ¥ 45 1R [l 4 PEP.

B 11 PEP W2 45 5K [ 4 VIR U7 A1 . WEUR U 1) & AR 98 0 2 45 SR 15 1) HDF'S o A 303 BT IR sl
jA] MapReduce 32 4E k. :

3.4 BEHTHENS

VLR A W RE BRI RIS s AL B 0L, T M B FOR ISR RA— BB, FELX LA
Wik BT RIE R, A& SCE H-ABAC F i B EESR A H U T BN

D) FF SO AL, IS0 B3R 8 & A AR Ak, R IE AR V5[], 3 ] PIP R (5 B EH R B M E LR
¥ B % 58 B B VT IR E R R R U5 1R

2) YEIRFTA E B UOR IR, W B B IR & A AR AL, 2R Ak A YR A, BR R B R BT AR U Y R AL R B BT
X RE BB MRS, 3F16 PIP REEEHEAEM .7 PAP Bk S PIP RERBHE R EH THE H Ui

FEEHREVIFIER.
3.5 BMBREBIH

H-ABAC BERIBR U T 154 U5 1) B B A B A 20, AT BB T A i XS SR XI R, HILE F
BAABAEL T ILA T .

1) 4RLRE VR ). H-ABAC BEELKE — R U 17 13 A2 9 7 A 70 3 66 7R PR 3 , 7T LA™ 42 1 U 18] & B
AL R 10 4% Foh 2 40 36 L W] 15 5] 95 FBI K 3 3] Hadoop ¢ DataNode 52 4% B i ¥ U 5 2 8L/ BRI . o 26
R PEx —BEEFE R 5 A B R e b, YT R S R BT — S . AP R R RS
xacml $R 4 T R REE A& I, (115 SRME 10 & UE IR £ 78 , U7 7] 5 ) SR R GA B ) B 5, IR SR A RE
7 RRER , 15t B HL 4 DR BE B AR

2) B EB. FE H-ABAC R, BT i 1 [5) 455 SR M 0 ehy BEUR BT 2 o , ELoR Mg b e 22 J, BE IR B
T LARYE B 5 LR R SR UORES , (RIE T B IR BES4 L TR H R B BT A
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3) A ViR R, 72 H-ABAC AP, B M E KR EBERRAMN RES, BB XMESEY R, 7T L
WREFMAENEARENTR. BRI PRE T WERR, XA RBENSEANFLR, #H E T R X
> T A R bt o B ) o S R VR B 75 A A AR AR v U IR, ARAE T MR B 0 R &

O BERHALEERESBINRRETTH. RN EMNER S IRBERERBEESNNEET, Uik
EHANEE S HAEERAE R, RENEF B IR M. MR T REMIFH. H-ABAC KM (S,0,P,
E,L)Hud 40 ABAC(S,0, P, E) Mt 4 88 A A2 H R L, Boh EMREER T . — &/ X T
5 4% 70 AL 0 O AL R e A R TR ML A B B L RN, H-ABAC H, 1 7 #2 11 B8 ) g A
M HEBE MK AR RN RN, NIRRT RENE RS RETFH.

4 ZLWHE

LR EHE Hadoop V &/ HYHEEN -ANEVTEM6 PATE. EVEAHBERSHL . BEEN
Intel(R) Xeon(TM) E5-2600v3 CPU,64 G HFE,100 Mbps LA K ,8 T W #k; AT S E4 PC L, BN
Intel(R) Core(TM) i5-2500 CPU,4 G 7,100 Mbps DA ,500 G 58 #%.

EFEHiINA H-ABAC AL, 788 — & S 59 BT IR , I S il 8 AH N A SRR . B8 %5 18 B B 35 b 7 6 3
=V E PRI ACEEE /RS B BT 5 Y L3R AR IR 520 ~1526.85% ~95% , TR L FE b 5 BE YR A R
Ho B AR FFFE X A BU 3R, o 2R 25 A 3088 2 XML, HTML %88 808 , I 5 L 4B B 35 word 3CH#Y.
AT B A B 46 5. R IE H-ABAC BB 8042 il SR i B8, ¥ H-ABAC 5 % 4400 F A8 ¢ A9 B & 8
ABAC MTHMMN, B H KR E S KEH B 4 St TREREM MBI T . Mt4H ABAC FIHIGH
H-ABAC 5% W% 5 80 ) 35 A A8 Al o 2%

WH-ABACEABAC

QOO DO OO OO DO
VO wn O VO WvmOoOmOoO ;o WwmoWmo o v o
e N NNt N0 0NN O
—
VR
RABEA

B4 BERES IS HIRER

HilEl 4 AT H-ABAC IBLIUSH K% W1 R T ABAC RIS 35, (R itk H-ABAC 884 2cH il e o
0, SE0E £ 0 T R R B AR AR e K B R
MAT H-ABAC # Hadoop ¥ & 5

i Hadoop F & Vi FER EE R SR 120
PDP #itk, #£F & PDP sk jn Adtet 100 ~
WG AR R T PDP RN, 5 o0 _/,7”AVV*"
4 RN 5 TR, & 60 S

S AR R B S O
it PDP PesfEinf 1] 518 b 7, 76 1500 45 S aad
WA 3800 D B 1 s Ly B T T E TR
FFAHBI. (R A K R G, S R T IR B

eI E S
E5 Uiyl ReE i S PDPUR S I I B 56 &

BEJLF&EEJL+ A EE A&, it
PDP {7 %8¢ R0 B — A R B TR 4
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A LLSREE S SR BHEMES W X B IS, G HRRE— T EBEEZ .
5 &

A HEFRHA ABAC AR —FME M F Hadoop FEME T B MEHMER. MERTRY &
AR, BN T B MR KA MRG58 &1, RN 454 XACML K8 TR 5 MR 0 R LRk
A AR RE A UL B ARRLEE LA R B S BRAR. AR IR R I T AE P A AR SRt 5T R AR SR WS P B R B R AT AR 5
BLA AR 7Y A KA B 7 R 2R 46 7Pt BE PR R /NI O 4.
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Attribute-based Access Control Model for Hadoop

CHEN Yaokun, LIU Wenli

(Jiangnan Computing Technology Research Institute, Wuxi 214083, China)

Abstract: An attribute-based access control model for Hadoop(H-ABAC) is proposed to solve the access control prob-
lem in Hadoop. The traditional ABAC model is expanded to five elements. The security level is considered as an important ele-
ment for H-ABAC like subject, object, operation and environment. Standardized and extensible access control policies are e-
volved by XACML. Modules of H-ABAC are formally defined. The functions and implementation of these modules are de-
tailedly described. The applicabilities and superiorities of H-ABAC are analysed. The conclusion shows that H-ABAC can pro-
vide independent, fine-grained and dynamic access control and Reduce the system overhead. The simulation experiment shows
that H-ABAC can keep the amount of access control policies slowly increasing and the cost of time is acceptable. All that shows
H-ABAC is a practical access control model for Hadoop.
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